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Apache Atlas prerequisites

Apache Atlas requires the following components.

Before you begin

e Ambari Infra (which includes an internal HDP Solr Cloud instance) or an externally managed Solr Cloud instance.
» HBase (used as the Atlas Metastore).
» Kafka (provides a durable messaging bus).

Migrating Atlas metadata when upgrading to HDP-3.0+

When upgrading to HDP-3.0 and higher versions, you must perform additional steps to migrate the Atlas metadata
from Titan to JanusGraph.

Overview

In HDP-3.0+, Apache Atlas uses the JanusGraph graph database to store metadata objects. In earlier versions, Atlas
used the Titan graph database for metadata storage. When upgrading to HDP-3.0 and higher versions, you must use a
command-line migration tool to migrate the Atlas metadata from Titan to JanusGraph.

1. Estimate the size of the existing Atlas repository and the time it will take to export the metadata from HDP 2.x
Titan database to the HDP 3.x JanusGraph database.

2. Usethe Atlas metadata migration tool to export the Atlas metadata from HDP 2.x.

3. Import the Atlas metadatainto HDP 3.x.

Migrate Atlas metadata when upgrading to HDP-3.0+

Perform the following steps to migrate the Atlas metadata from Titan to JanusGraph when upgrading from HDP-2.x
to HDP-3.0 and higher versions.

Procedure

1. Before upgrading HDP and Atlas, use one of the following methods to determine the size of the Atlas metadata on
the HDP-2.x cluster.

« Click SEARCH on the Atlas web Ul, then dlide the green toggle button from Basic to Advanced. Enter the
following query in the Search by Query box, then click Search.
Asset sel ect count ()
* Runthefollowing Atlas metrics REST API query:
curl -g -X GET -u adnmin:adnmin -H "Content-Type: application/json" /

-H "Cache-Control : no-cache" "http://<atlas_server>: 21000/ api / atl as/
adm n/ netrics"”

Either of these methods returns the number of Atlas entities, which can be used to estimate the time required to
export the Atlas metadata from HDP-2.x and import it into HDP-3.x. Thistime varies depending on the cluster
configuration. The following estimates are for a node with a4 GB RAM quad-core processor with both the Atlas
and Solr servers on the same node:

« Estimated duration for export from HDP-2.x: 2 million entities per hour.
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» Estimated duration for import into HDP-3.x: 0.75 million entities per hour.

2. Before upgrading HDP and Atlas, perform the following steps on the HDP-2.x cluster.

a. Register the HDP target version as described in "Register and Install Target Version" in the Ambari Upgrade
guide. Do not install the target version — only perform the steps to register the target version. This downloads
the HDP-3.0 files.

b. Onthe Ambari dashboard, click Atlas, then select Actions > Stop.

¢. Usethe HDP-3.0 exporter tool to run the export. Typically the tool is located at /usr/hdp/3.0.0.0-
<build_number>/atlas/tools/migration-exporter. Use the following command format to start the exporting the
Atlas metadata:

pyt hon /usr/hdp/3.0.0.0-<buil d_nunber>/atl as/t ool s/ m gration-exporter/
atlas_mgration.py -d <output directory>

While running, the Atlas migration tool prevents Atlas use, and blocks all REST APIs and Atlas hook
notification processing.
As described previoudly, the time it takes to export the Atlas metadata depends on the number of entities and
your cluster configuration. Y ou can use the following command to display the export status:

tail -f /var/log/atlas/atlas-mgration-exporter.|og

When the export is complete, the data is placed in the specified output directory.

d. Onthe Ambari dashboard, Select Atlas > Configs > Advanced > Custom application-properties. Click Add
Property, then add an atlas.migration.data.filename property and set its value to point to the full path to the
atlas-migration-data.json file in the output folder you specified when you exported the HDP-2.x data.

3. Upgrade HDP and Atlas.

4. The upgrade starts Atlas automatically, which initiates the migration of the uploaded HDP-2.x Atlas metadata
into HDP-3.x. During the migration import process, Atlas blocks all REST API calls and Atlas hook notification
processing.

Y ou can use the following Atlas APl URL to display the migration status:

http://<atlas_server>: 21000/ api / at| as/ admi n/ st at us
The migration statusis displayed in the browser window:

{"Status":"Mgration","currentlndex": 139, "percent":67,"startTi nreUTC': "2018- 04- 06T00: 5

5. When the migration is complete, select Atlas > Configs > Advanced > Custom application-properties, then click
the red Remove button to remove the atlas.migration.data.filename property.

Installing Atlas

Apache Atlas provides governance capabilities for Hadoop.

Start theinstallation
Use the following steps to start the Apache Atlas installation.

Procedure

1. Onthe Ambari Dashboard, click Actions, then select Add Service.
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Add Service Wizard
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3. The Assign Master page appears. Specify ahost for the Atlas Metadata Server, then click Next.
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4. The Assign Slaves and Clients page appears with Client (the Atlas Metadata Client) selected. Click Next to
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5. The Customize Services page appears. These settings are described in the next section.
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Customize services

Installing Atlas

The next step in the installation process is to specify Atlas authentication and authorization settings on the Customize
Services page.

Authentication settings
Y ou can set the Authentication Typeto File, LDAP, or AD.

File-based Authentication

When file-based authentication is selected, the atlas.authentication.method.file.filename property is automatically set

to {{conf_dir}}/users-credentials.properties.
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The users-credential s.properties file should have the following format:

user nanme=gr oup: : sha256password

adnmi n=ADM N: : e7cf 3ef 4f 17¢3999a94f 2c6f 612e8a888e5b1026878e4e19398b23bd38ec221a

The user group can be ADMIN, DATA_STEWARD, or DATA_SCIENTIST.
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The password is encoded with the sha256 encoding method and can be generated using the UNIX tool:

echo -n "Password" | sha256sum
e7cf 3ef 4f 17¢3999a94f 2c6f 612e8a888e5b1026878e4e19398b23bd38ec221a -

Note:

Y ou can also set the Admin password using the Ambari Ul: Select Advanced > Advanced atlas-env, then use
the Admin password and Admin username boxes to set the Admin user name and password.

When updating these settings post-installation, click Save, then restart Atlas and all other components that
require arestart.

L DAP Authentication
To enable LDAP authentication, select LDAP, then set the following configuration properties.

Table 1. Apache AtlasLDAP Configuration Settings

Property

Sample Values

atlas.authentication.method.Idap.url

Idap://127.0.0.1:389

atlas.authentication.method.ldap.userDNpattern

uid={ 0} ,ou=users,dc=example,dc=com

atlas.authentication.method.|dap.groupSearchBase

dc=example,dc=com

atlas.authentication.method.|dap.groupSearchFilter

(member=cn={ 0} ,ou=users,dc=exampl e,dc=com)

atlas.authentication.method.|dap.groupRol eAttribute

cn

atlas.authentication.method.Idap.base.dn

dc=example,dc=com

atlas.authentication.method.Idap.bind.dn

cn=Manager,dc=example,dc=com

atlas.authentication.method.Idap.bind.password PasswWord
atlas.authentication.method.Idap.referral ignore
atlas.authentication.method.|dap.user.searchfilter (uid={0})
atlas.authentication.method.|dap.default.role ROLE_USER
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AD Authentication

To enable AD authentication, select AD, then set the following configuration properties.

Table 2: Apache Atlas AD Configuration Settings

Property Sample Values
atlas.authentication.method.ldap.ad.url Idap://127.0.0.1:389
Domain Name (Only for AD) example.com

atlas.authentication.method.ldap.ad.base.dn

DC=example,DC=com

atlas.authentication.method.Idap.ad.bind.dn

CN=Administrator, CN=Users,DC=example,DC=com

atlas.authenti cation.method.Idap.ad.bind.password Password
atlas.authentication.method.ldap.ad.referral ignore
atlas.authentication.method.ldap.ad.user.searchfilter (SAMA ccountName={ 0} )
atlas.authentication.method.|dap.ad.default.role ROLE_USER
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Add Service Wizard
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Authorization settings
Two authorization methods are available for Atlas: Simple and Ranger.

Simple Authorization

The default setting is Simple, and the following properties are automatically set under Advanced application-
properties on the Advanced tab.

Table 3: Apache Atlas Simple Authorization

Property Value
atlas.authorizer.impl simple
atlas.auth.policy file {{conf_dir}}/policy-store.txt
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Add Service Wizard
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The policy-store.txt file has the following format:

Pol i cy_Nane; ; User _Nane: Oper ati ons_Al | owed; ; G oup_Nane: Oper ati ons_Al | owed; ; Resour ce_Type:

For example:

adm nPol i cy; ; adm n: rwud; ; ROLE_ADM N: rwud; ; type: *,entity: *, operation: *, taxonony: *,term*
user ReadPol i cy; ; readUser 1:r, readUser 2: r; ; DATA SCI ENTI ST: r;;type: *,entity: *, operation: *,t
userWitePolicy;;witeUserl:rwi, witeUser2:rwu;; BUSI NESS GROUP: r wu, DATA STEWARD: r wud; ; t

In this example readUserl, readUser2, writeUserl and writeUser2 are the user IDs, each with its corresponding access

rights. The User_Name, Group_Name and Operations_Allowed are comma-separated lists.

Authorizer Resource Types:

e Operation
« Type

e Entity

e Taxonomy
e Term

e Unknown

Operations_Allowed are r = read, w = write, u = update, d = delete

Ranger Authorization

Ranger Authorization is activated by enabling the Ranger Atlas plug-in in Ambari.

12
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Related Information
Enable the Atlas Ranger Plugin

Dependent configurations

After you customize Atlas services and click Next, the Dependent Configurations page displays recommended
settings for dependent configurations.

Clear the checkbox next to a property to retain the current value. Click OK to set the selected recommended property

Dependent Configurations
Recommended Changes
W Property Sarvics Config Group Fils Hams Current Valus Mscommendes Vaks
#  hoveaies hook Ham [ R - .
I e e LT ] Hoan Dot Ern. T £q. dpacha. hadsop.hive ql . heoks . APilo | arg . - vo.q g —
L ok, - 1 hive e Fr
¢ T sl hook Fakoon ot g s
¢ st sl Fock [ wherTT-a b
¢ e LR e alias Rarge Dartait Farp- g w
s
¢ rengeslaguEyT scurcs slisswslend  Fanger Dartait -t -w R S
L o mad1E20
I L] Dttt T Froperty undefised hbtpe A= a3 ShEE P Eald. borLoawariE .50
midlEEe
gy kbl alic B Dt i Property undefissd org. apacka,atles, storm. hook. StorsAtle
L sEcak
S o |

If Ambari detects other configuration issues, they will be displayed on a Configurations pop-up. Click Cancel
to go back and change these settings, or click Proceed Anyway to continue the installation without changing the
configurations.

Configurations

Soma servics condgurations an nol configunsd propary. YW moommand you review and changs the Righlighted corfiguration vakes. A% you BUPs you want 16 procesd withou! comecting
Corfgur T
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A ekl horloneorka.oom  another Hllase inslance, plesse configues this property and HOABE COMNF_DIR varisbie in
atlns-any spprepiately.

=

Configureidentities
If Kerberosis enabled, the Configure | dentities page appears.

Click Next to continue with the installation.
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Completethe Atlasinstallation

Review the Atlas configuration and complete the installation.

Procedure

1. Onthe Review page, carefully review the configuration. If everything looks good, click Deploy to install Atlas on

the Ambari server.
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Add Service Wizard
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If Kerberosis enabled, you are prompted to enter your KDC administrator credentials. Typein your KDC Admin

principal and password, then click Save.

Admin session expiration error

1 Eencipl ST edmin@ EXAMPLE COM

T s Lats: IR

When you click Deploy, Atlasisinstalled on the specified host on your Ambari server. A progress bar displays the

installation progress.

Add Service Wizard

Install, Start and Test
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Host ftatus
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When the installation is complete, a Summary page displays the installation details. Click Complete to finish the

installation.
Note:
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The Atlas user name and password are set to admin/admin by default.

Add Service Wizard
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4. Select Actions > Restart All Required to restart all cluster components that require a restart.
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| nstall sample Atlas metadata

Y ou can use the quick_start.py Python script to install sample metadata to view in the Atlas web Ul.

16



Data Governance Install sample Atlas metadata

Procedure
1. Logintothe Atlas host server using a command prompt.
2. Run the following command as the Atlas user:

su atlas -c '/usr/hdp/current/atl as-server/bin/quick _start. py'

Note:

In an SSL-enabled environment, run this command as:

su atlas -c '/usr/hdp/current/atl as-server/bin/quick_start.py
https://<fqdn_atl as_host >: 21443'

When prompted, type in the Atlas user name and password. When the script finishes running, the
following confirmation message appears:

Exanpl e data added to Apache Atlas Server!!!

If Kerberosis enabled, kinit is required to execute the quick_start.py script
After you have installed the sample metadata, you can explore the Atlas web Ul.
Note:

If you are using the HDP Sandbox, you do not need to run the Python script to populate Atlas with sample
metadata.
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