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Introduction

You can optionally enable encryption at host for Data Lake, FreelPA, and Cloudera Data Hub clusters.
Currently, you need to enable it individually for each Virtual Machine (VM) on Azure Portal.

As described in Azure documentation, when you enable encryption at host, the encryption starts
on the VM host, where the data for your temporary disk, and OS and data disk caches are
stored. After enabling encryption at host, all this data is encrypted at rest and flows encrypted to
the Storage service, where it is persisted. Thus, encryption at host essentially encrypts your
data from end to end.

Temporary disks and ephemeral OS disks are encrypted at rest with platform-managed keys
when you enable end-to-end encryption. The OS and data disk caches are encrypted at rest
with either customer-managed keys (CMK) or platform-managed keys, depending on the
selected disk encryption type. For example, if a disk is encrypted with customer-managed keys,
then the cache for the disk is encrypted with customer-managed keys, and if a disk is encrypted
with platform-managed keys then the cache for the disk is encrypted with platform-managed
keys.

Encryption at host does not use your VM's CPU and doesn't impact your VM's performance.

Related links
Encryption at host - End-to-end encryption for your VM data

Limitations

When using Azure VM encryption at host with Cloudera, the following limitations apply:

e Even if you wish to use the feature for a single subscription only, you need to enable
encryption at host for all subscriptions within your Azure tenant.

e This feature can currently be configured individually for each Data Lake and FreelPA node.
Additionally, encryption at host for Data Hub nodes can be configured individually for each
Cloudera Data Hub node. The configuration must be performed on the Azure Portal.

Prerequisites

Prior to enabling encryption at host in Cloudera, meet the following Azure prerequisites:
1. Enable encryption at host, as described in Use the Azure CLI to enable end-to-end
encryption using encryption at host: Prerequisites in Azure documentation.
Note: You need to enable this for each subscription within your Azure tenant.
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2. If you would like to use Azure disk encryption with a customer-managed key (CMK)
along with encryption at host, meet the prerequisites mentioned in Customer managed
encryption keys.

Enable encryption at host for an environment

Use these steps to enable encryption at host for an existing Cloudera environment running on
Azure. The steps involve manually enabling encryption at host for each Data Lake and FreelPA
VM via the Azure Portal.

Steps
1. In the Cloudera Management Console, select Environments and then click on the
specific environment.
2. Make sure that your Cloudera environment is running.
3. Click on the Data Lake tab and then navigate to the Hardware tab. Here you can find
the list of all Data Lake VMs organized into host groups:

Hardware
Data Hu Data Lake
OMMAND S RETRY A REPAIR 3 RENEW CERTIFICATE = B RENEW PUBLIC (
westus2 westus2
e
D Atlas @ D ovu & & HBase Ul » Name Node (' @ Ranger & " Solr Server Token Integration (%
Cl
@ o ,
test ryption-at-host-master0.test v vp.int.cldr.work/test-encryption-at-host/cdp-proxy f/home 7.6.0 7.2.14-1.cdh7.2.14.p0.22079220
Master
FQDN Staty Private IP Public IF
3 test-encryption-at-host153649m0 © OR ) yp! hy 0.test-enc.svbl int.cldrwork © SERVICES_HEALTHY 10.10.07 @ 20.125.56.254 © CM Server »
Idbroker X
D FQDN Status Private IP Public IP
() O test-encryption-at-host153649i1 © @ Running test: yption-at-host-idbroker0.test-enc.svbi .int.cldr.work © SERVICES_HEALTHY 10.10.0.6 © 20.125.57.23 @ »

4. Click on each of the VM links and a new browser tab will open for each, redirecting you
to the Azure Portal. You need to do this individually for each VM.

5. For each of the VMs, navigate to the Disks section in Azure Portal. It will show the
“Encryption at Host” as “disabled”:
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Leave the Azure Portal browser tabs open. You will need to get back to them shortly.

6. Navigate back to the Cloudera Management Console to repeat the same steps for
FreelPA VMs. To access FreelPA VMs, navigate to environment details and click on the
Summary tab. Next, scroll down to the FreelPA tile. Here you can find the list of all
FreelPA VMs organized into host groups:
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. o Actions ~
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There is no link to Azure Portal, but you can copy the IDs of the VMs and search for
them on Azure Portal. Just as you did for each Data Lake node, for each FreelPA node,
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navigate to the Disks section in Azure Portal. It will show the “Encryption at Host” as
“disabled”. Again, leave the Azure Portal browser tabs open. You will need to get back to
them shortly.

7. Navigate back to the Cloudera Management Console and stop the environment by
clicking the Stop button in the top right corner in environment details. If you need
detailed instructions, see Stop and restart an environment.

8. Once the environment has been successfully stopped, navigate back to the Azure Portal
browser tabs opened earlier.

9. In Azure Portal, perform this for each VM of the Data Lake and for each VM of FreelPA:

a. Navigate to the Disks section.
b. Within the Disks tab, navigate to the Additional settings section.
c. Select “Yes” for the “Encryption at Host” setting:

Home > test-encryption-at-host153649i1

Disk settings

test-encryption-at-host153649i1

Ultra disk

Enable Ultra disk compatibility

Ultra disk is available only for Availability Zones in westus2.

Encryption at host

Encryption at host [® ves
() No
Encryption settings
Azure Disk Encryption (ADE) provides volume encryption for the OS and data disks. Learn more about Azure Disk

Encryption

Disks to encrypt

A\ The VM image is not currently supported for ADE. Learn more

d. Click on Save.
e. Once the update is complete, you will see a message stating “Updated virtual
machine”.

10. Before proceeding, ensure that you have performed the above steps for all Data Lake
VMs and for all FreelPA VMs.

11. Navigate back to the browser tab with the Cloudera Management Console and restart
the environment by clicking the Start button in the top right corner in environment
details. If you need detailed instructions, see Stop and restart an environment.

12. Once the environment has been successfully restarted, find the Hardware section in the
Data Lake tab, just like you did earlier, and click on each of the Data Lake VM links. A
new browser tab will open for each, redirecting you to the Azure Portal. For each of
these VMs, navigate to the Disks section in Azure Portal. It will show the “Encryption at
Host” as “enabled”:
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Next, confirm the same for all FreelPA VMs in the Summary tab > FreelPA tile.

Enable encryption at host for a Cloudera Data Hub
cluster

Use these steps to enable encryption at host for an existing Cloudera Data Hub running on
Azure. The steps involve manually enabling encryption at host for each Cloudera Data Hub VM
via the Azure Portal.

Before you begin

Not all Azure VM types support encryption at host. In order to use encryption at host, when
creating your Data Hub, select VM types that support encryption at host for each Data Hub host
group. VM types can be selected per host group during Cloudera Data Hub creation in
Advanced Options > Hardware and Storage. To find which VM types support encryption at
host, follow the steps in Finding supported VM sizes.

Steps
1. In the Cloudera Management Console, select Data Hubs, and click on the specific Data
Hub.
2. Make sure that your Cloudera Data Hub cluster is running.
3. In Data Hub details, navigate to the Hardware tab. Here you can find the list of all
Cloudera Data Hub VMs organized into host groups:
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4. Click on each VM link and a new browser tab will open for each, redirecting you to the
Azure Portal. You need to do this individually for each VM.
5. For each of the VMs, navigate to the Disks section in Azure Portal. It will show the
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K2 test-encryption-at-host153649i1 =
Search (Cmd + ' Connect ¥ Restart [] Stop [ Capture Delete () Refresh Open in mobile Cu/Ps A7 Feedback
& Overview @ Advisor (1 of 2): Guest Configuration extension should be installed on machines —>
E Activity log
3 virtual machine & Networking
"R Access control (1AM) test-encryption-at-host-idbroker0 20.125.57.23
@ Tags
/? Diagnose and solve problems Linux (centos 7.9.2009) 10.10.0.6
Publisher
Settings
Offer ryption-at-host/subnet1
& Networking
Plan ure
& Connect Vi
® Disks Ready 3 size
B size 2706 Size Standard D2s v3
vCPU 2
O Security Host group None
RAM 8GiB
@ Advisor recommendations dost
7 Extensions + applications il it o & Disk
Colocation status N/A 0s disk test-encryption-at-host153649-osDiski1
@ Continuous delivery
Capadity reservation group Encryption at host Disabled
% Availability + scaling
Azure disk encryption Not enabled
& Configuration B Availability + scaling
Ephemeral OS disk N/A
Availability zone
Identity Data disks 0
Scale Set
{I! Properties
A Locks S Security type e
) Azure Spot
Security type Standard
Operations Azure Spot eviction policy
A Dacsinn [ [ DN SEp—" Y —

6. Leave the Azure Portal browser tabs open. You will need to get back to them shortly.
7. Navigate back to the browser tab with the Cloudera Management Console and restart
the Cloudera Data Hub cluster by clicking the Stop button in the top right corner in

environment details. If you need detailed instructions, see Stop a cluster.

This document has been released as part of a technical preview for features described herein. Technical preview
components are provided as a convenience to our customers for their evaluation and trial usage. These components
are provided ‘as is’ without warranty or support. Further, Cloudera assumes no liability for the usage of technical

preview components, which should be used by customers at their own risk.


https://docs.cloudera.com/data-hub/cloud/manage-clusters/topics/mc-stop-a-cluster.html

CLOUDERA TECHNICAL PREVIEW DOCUMENTATION

8. Once the Cloudera Data Hub cluster has been successfully stopped, navigate back to
the Azure Portal browser tabs opened earlier.
9. In Azure Portal, perform the following for each Cloudera Data Hub VM:
a. Navigate to the Disks section.
b. Within the Disks tab, navigate to the Additional settings section.
c. Select “Yes” for the “Encryption at Host” setting:

Home > test-encryption-at-host153649i1

Disk settings

test-encryption-at-host153649i1

Ultra disk

Enable Ultra disk compatibility C
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Disks to encrypt (

A\ The VM image is not currently supported for ADE. Learn more

d. Click on Save.
e. Once the update is complete, you will see a message stating “Updated virtual
machine”.

10. Before proceeding, ensure that you have performed the above steps for all Data Hub
VMs.

11. Navigate back to the browser tab with the Cloudera Management Console and restart
the Cloudera Data Hub cluster by clicking the Start button in the top right corner. If you
need detailed instructions, see Restart a cluster.

12. Once the environment has been successfully restarted, find the Hardware section in the
Data Hub details, just like you did earlier, and click on each of the Cloudera Data Hub
VM links.. A new browser tab will open for each, redirecting you to the Azure Portal. For
each of these VMs, navigate to the Disks section in Azure Portal. It will show the
“Encryption at Host” as “enabled”:
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