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Pre-requisites

e The environment version should be Cloudera Runtime 7.2.2 or older.

How-To

On an existing Cloudera environment with S3Guard, disabling S3Guard requires the following
manual steps. Note that the workloads may give inconsistent results while these steps are in
progress. Stop all the workloads during this operation.

1. Download the latest Beta CDP CLI. For more information see [nstalling Beta CDP CLI.

pip install cpdcli-beta

2. Write down the DynamoDB table associated with the environment, then go to the
environment in the Cloudera Ul. Click the Summary tab --> Advanced.

3. In the Beta CLI, run the command to disable S3Guard for the environment:

cdp environments disable-s3-guard --environment-name
<environment name>

This command returns the entire environment response as output, and may contain the
last environment status like “Error message: \"Cannot update the status of the stack to
STOPPED when stack is in UPDATE_IN_PROGRESS state.\". Note that this status is just the
last environment status, and doesn’t imply the results of the disable s3guard operation.
Verify that the returned environment response does not contain ‘s3guard’ under
awsdetails:{}. This will be fixed soon in an upcoming release.

4. Data Lake: Go to Cloudera Manager —> Clusters --> hdfs —> Configuration —>
Cluster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml.
Update the following config:

fs.s3a.metadatastore.impl=org.apache.hadoop.fs.s3a.s3guard.Null
MetadataStore

Restart all the services in the Data Lake.

5. For each of the Datahubs: Go to Cloudera Manager —> Clusters -> hdfs -->
Configuration —> Cluster-wide Advanced Configuration Snippet (Safety Valve) for
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core-site.xml. Update the following config:

fs.s3a.metadatastore.impl=org.apache.hadoop.fs.s3a.s3guard.Null
MetadataStore

Restart all the services in the Cloudera Data Hub cluster.

6. Verify that S3guard is disabled:

cdp environments describe-environment --environment-name
<environment name>

The output shouldn’t contain a section with “S3GUARD” under awsdetails:{}

7. Cloudera Data Warehouse: For both ‘SDX Datalake’ and ‘Cloudera Data Warehouse
Datalake’, you can disable S3Guard by editing the configs for core-site.xml in Data
Catalog and Virtual Warehouse. Go to Edit —> Configurations —, click on each
component, and add the value:

fs.s3a.metadatastore.impl=org.apache.hadoop.fs.s3a.s3guard.Null
MetadataStore

to both hadoop-core-site and hadoop-core-site-default-warehouse.
This should restart the Virtual Warehouse and Database Catalog.

8. Cloudera Data Engineering: The S3Guard config will be updated automatically every
hour, synchronized with config-manager pod start.

9. Cloudera Al: With Cloudera Al 2.0.19, S3Guard configs will be updated automatically.
10. Verify that your workloads run successfully.

11. Drop the DynamoDB table from the AWS console. You should have the table name from
Step 1 above.
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